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Abstract of the contribution: This contribution provides some observations around the SMURF and iFire work from a stage 2 perspective. 
Background

For a general background 

-
SA1 service requirements in TS 22.278, clause 7.1.8 (for SMURF), and in TS 22.228, Clause 5 (for iFire). 

-
SA3 study in: TR 33.830
-
LS from SA3: S3-121239 
-
LS reply from SA1: S1-124501
The relationship between iFire and SMURF is as follows:
iFIRE: The study on IMS Firewall Traversal (iFIRE) in SA3 means to achieve traversal of IMS services over IMS-unaware firewalls. The scope has been expanded to also cover the needs of firewall owner.

-
Only IMS services
-
Both mobile and fixed IMS UEs
SMURF: The study on service and Media Reachability for Users over Restrictive Firewalls (SMURFs) in SA1 means to achieve UE access to PLMN IP-based services over restrictive firewalls in non-3GPP accesses. The scope has been expanded to also cover the needs of firewall owner.

-
All PLMN IP-based services
-
Only mobile UEs
The high level coverage and overlap of the two studies is shown in the figure below:
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Figure 1: iFIRE and SMURF overview and Overlap

While an iFIRE solution may or may not fulfill the SMURF requirements, a solution fulfilling the SMURF requirements also fulfills the iFIRE requirements for 3GPP UEs.
See also Clause 4.2 of TR 33.830 for further information of overlap between the different work items.
Discussion

Common scenarios for iFire and SMURF (mobile)

The main options from the SA3 study which are applicable for the mobile (UICC based) cases are the different tunnelling options where all traffic (both signalling and media) are sent in the same tunnel. Additionally, the tunnelling mechanism is using some TCP based tunnelling to be able to traverse the restricted firewall.   
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Figure 2. Tunnelling for 3GPP UE

What can be reflected from an architectural perspective, the following functionality will at least be required to handle the iFire case: 

-
IP assignment and TCP based tunnelling between UE and Network tunnel function

-
Access network selection function

-
Optional service continuity mechanism (either on IP layer or IMS layer).  
-
Authentication and security (either on EPC layer or on IMS layer). 
A SMURF solution providing general access would require at least the following functions: 

-
IP assignment and TCP based tunnelling between UE and Network tunnel function.

-
Authentication and security towards the EPC network. 

-
APN handling for the different services. 

-
Access network selection function.

-
Optional IP layer mobility. 

-
Policy and charging control

It can be reflected that the above requirements (in particular for SMURF) are very much inline with existing ePDG functionality that are supported by 3GPP architecture today. The main differences being: 

-
Between UE and ePDG, IPsec with ESP tunnelling is used. 

-
For pure IMS scenarios, not all functionality used by an ePDG may be required initially (e.g., authentication and mobility would not be required). 
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Figure 3. ePDG tunnelling in 3GPP
The current proposals in the TR are very much focused on the assumption that a new security gateway to be introduced instead of re-using the ePDG.  From a stage 2 perspective, it should however be carefully considered whether 3GPP should introduce yet another new gateway, or whether the existing ePDG can be reused (or at least subset of it) with minor functional changes (in accordance to the TCP/TLS tunnelling options proposed in TR 33.830).  There is nothing in TR 33.830 that suggest that it would not be feasible to re-use the ePDG. On the contrary, the different tunnelling solutions are mostly focused on the lower layer tunnelling, and could be used for an ePDG as well.  
If a completely new gateway is introduced in the architecture, we can observe that the following issues may occur: 

-
Most of the functionality that already exists for the ePDG would need to be re-specified for the new Tunnel function, this includes aspects such as authentication, mobility, and policy & charging control. This would possibly create a need to re-specify the same type of functions in two entities (this is in particular true for SMURF that has an almost one to one mapping to existing S2b requirements).  This means there would be also a need to specify the co-existence and interworking of them in the same network deployment.
-
Increased terminal complexity, where the UE may then have to support both S2b & S2c mechanisms as well as the new tunnelling mechanisms, and where 3GPP system may end up with a divergence in how authentication, mobility, IP assignment, P-CSCF discovery etc are handled. It is not clear how interaction between all the different mechanisms would be handled in the terminal.  

-
Increased network complexity with yet another new function in the network doing almost the same thing as today's ePDG. 
If there is a need for a short term solution to solve the specific iFire case for mobile terminals before a full ePDG solution is possible, it could be defined as a subset of the functionality of the ePDG, i.e., authentication, mobility etc excluded, but which still re-use the same protocol building blocks such that it can be evolved to a full solution long term. 

iFire specific scenario for fixed terminals
For scenarios using fixed terminals (or WebRTC), the UE will not use an UICC, and the above procedures discussed for EPC/mobile access using UICC may not be as appropriate. It can be reflected that from an SA2 perspective, NAT and FW traversal for fixed networks have already been specified in TS 23.228 and TS 24.229.  The additional mechanisms required to be added to the existing mechanism to also support the restricted case can be considered as small and aligned with current IETF work.  Using some new tunnelling solution similar to previous section would for these cases would be more costly for such terminals, and create two completely different solutions for the terminal to support, increasing cost and complexity. 
Proposal

It is proposed to reply back to SA3 with the following guidance to SA3. 

D) SA3 kindly asks SA2 for architectural advice on the solutions described in Draft TR 33.830 before deciding how to proceed.

From an architectural perspective, SA2 would advice SA3 to consider the following: 
1) 
For IMS scenarios with fixed terminals, prefer reuse of existing Stage 2 mechanisms for NAT and FW traversal (in TS 23.228) as included in the TR 33.830. 

2) 
For use cases using mobile terminals, the recommendation is to attempt to find a common tunnelling solution for these scenarios based on the ideas of e.g., Clause 8.4 in TR33.830, but where SA3 tries to reuse the existing ePDG (i.e., outer transport layer need to use TCP/TLS rather than IPsec).  By doing so, the 3GPP overall architecture for non-3GPP access can be reused, and related mechanisms such as access selection, authentication, mobility etc can be re-used (specially for the SMURF scenarios).  If there is a need for a short term solution to solve the specific iFire case for mobile terminals before a full ePDG solution is possible, it could be defined as a subset of the functionality of the ePDG, i.e., authentication, mobility etc excluded, but which still re-use the same protocol building blocks such that it can be evolved to a full solution long term. 


E) SA3 kindly asks SA2 for evaluation on how the solutions described in Draft TR 33.830 impact the UE, IMS core and packet core, co-exist with other traversal solutions, and support SA2 mechanisms like session continuity for control and media, and IP mobility.
If SA3 would create a completely new tunnelling solution for the SMURF with new mechanisms for IP assignment, P-CSCF discovery, access network selection, IP mobility (SMURF), APN handling (SMURF), authentication etc., SA2 believes that this will impact both UE and network significantly.  
However, if SA3 re-use the basic function of ePDG as in answer to previous question for SMURF, the impact will mainly be on the tunnelling protocol level only (i.e., replacing IPsec layer with TCP/TLS layer), and the existing S2b mechanisms could be reused for many of the more complex functions (hence, lower impacts to both UE and network). It is also less likely that there would be interaction problems with other tunnelling mechanisms or NAT traversal solutions. 
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